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(54) Messaging over mobile phone network for digital multimedia network 



(57) A method for distributing a message from a 
message administration service (204) to a subscriber 
receiver decoder (202) of a digital multimedia network 
comprises transferring a determined message for a de- 
termined receiver decoder from the message adminis- 
tration service to a point to point communication system 



(601 , 600 ; 700) distinct from the multimedia network. A 
destination point address of a receiver in the point to 
point communication system (701) is determined, cor- 
responding to the determined receiver decoder. The de- 
termined message is buffered in the point to point com- 
munication system, and retrieved (709) at the deter- 
mined receiver decoder from the receiver. 
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Description 

Field of the Invention 

[0001] The invention relates to management of ac- 
cess rights in a digital multimedia network. 

Background of the Invention 

[0002] Fig. 1 schematically illustrates an example of 
a digital multimedia network, A network 1 is used to ex- 
change information between one or many broadcast op- 
erators, represented in boxes 2 and 3, and subscribers 
represented in boxes 4 to 6. The network may for ex- 
ample be a terrestrial television broadcast network in 
which the broadcast operators emit signals that are re- 
ceived by means of an aerial antenna by the subscriber. 
Another example of network may be a cable network, or 
a satellite transmission network. 
[0003] Each broadcast operator may broadcast a 
number of digital multimedia services to the subscribers. 
The multimedia services may for example include tele- 
vision programmes, radio programmes, and interactive 
applications. 

[0004] Each subscriber has a receiver decoder that is 
used to receive the multimedia services and in some 
cases to process the received multimedia services In or- 
der to render the multimedia services on a rendering de- 
vice as appropriate. A television programme may for ex- 
ample be rendered on a television, and an interactive 
application may need to be executed by a processing 
system of the receiver decoder and generate interactiv- 
ity with the subscriber. 

[0005] Typically all digital multimedia services are re- 
ceived by all subscribers. More generally, all information 
broadcast by the broadcast operators over the network 
may potentially be received by all subscribers. 
[0006] It is known to restrict access to multimedia 
services by attributing access rights to the subscribers. 
Hence a subscriber may only access such multimedia 
service for which he possesses corresponding access 
rights. A higher degree of restricted access to the mul- 
timedia services may be achieved by scrambling a serv- 
ice using a control word. In this case the subscriber may 
only access and unscramble the scrambled service if he 
possesses the control word. 

[0007] Access right information may be broadcast to 
the subscribers 4-6 over the network 1 . Typically the 
control word is broadcast to all subscribers using an En- 
titlement Control Message (ECM). However the control 
word may only be extracted from the ECM if the sub- 
scriber has access to an exploitation key that is period- 
ically broadcast over the network in an Entitlement Man- 
agement Message (EMM). 

[0008] The publication of the international application 
WO01/17249A1 DEUTSCHE TELECOM AG concerns 
a method for releasing customer specific authorisations 
using security modules in conditional-access systems 



for chargeable devices. WO01/17249A1 describes to 
transmit EMMs to subscribers. A first possibility pro- 
vides for transmitting an EMM using a Public Switched 
Telephone Network (PSTN), a mobile phone network 
s such as a GSM network, or any other way of broadcast 
to transmit the EMM to a control device of a vendor. The 
vendor on turn uses the control device to transmit the 
EMM to a subscriber device in order to activate a sub- 
scription. The first possibility is said to be indirect be- 

io cause it requires an intervention of an intermediate be- 
tween a provider and the subscriber, in this case the 
vendor. A second possibility provides for transmitting 
the EMM directly by broadcast to the subscriber device. 
A geographical localisation of the subscriber device may 
be effected by exploiting localisation data relative to a 
subscriber GSM device. A GSM network provider has 
the possibility to determine a geographical localisation 
of a subscriber's GSM device if this device is switched 
on. The knowledge of the geographical localisation of 

20 the subscriber device may allow to restrict the broadcast 
of the EMM to a restricted geographical localisation, If 
at all possible. The second possibility also mentions an 
embodiment according to which to which the subscriber 
first calls the EMM provider by using his GSM phone 

25 and subsequently obtains the EMM by broadcast. 
[0009] WO01/1 7249A1 further describes the possibil- 
ity to use the GSM phone network to transmit an EMM 
to a subscriber. However WO01/17249A1 advises not 
to use the GSM phone network for this purpose. 

so [0010] The publication Functional mode/ of a condi- 
tional access system, EBU Technical review, Winter 
1 995, describes in paragraph 7.2.1 that It would be pos- 
sible to establish a return path between a subscriber's 
decoder and a Subscriber Management System (SMS) 

35 using either the PSTN or a cable network, and to use 
this return path to transmit EMMs. One reason for using 
a return path would be to reduce broadcast bandwidth 
consumed by the broadcast of EMMs. 

40 Summary of the Invention 

[0011] In a first aspect the invention provides a meth- 
od for distributing a message from a message adminis- 
tration service to a subscriber receiver decoder of a dig- 

45 Ital multimedia network. A determined message for a de- 
termined receiver decoder is transferred from the mes- 
sage administration service to a point to point commu- 
nication system distinct from the multimedia network. A 
destination point address of a receiver in the point to 

so point communication system Is determined, corre- 
sponding to the determined receiver decoder. The de- 
termined message is buffered in the point to point com- 
munication system, and the determined message re- 
trieved at the determined receiver decoder from the re- 

55 cefver. 

[0012] Preferably the determined message is buff- 
ered at an emitter point In the point to point communi- 
cation system, corresponding to the message admin is- 
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tration service. A signal of availability is generated at the 
receiver. On reception of the signal of availability an 
emission of the determined message is triggered, and 
the determined message is emitted to the receiver. 
[0013] In a second aspect the invention provides a 
method for receiving a determined Entitlement Manage- 
ment Message (EMM) at a determined subscriber re- 
ceiver decoder in a digital multimedia network. The de- 
termined subscriber receiver decoder is enabled to re- 
ceive information through a mobile phone communica- 
tion network distinct of the digital multimedia network. A 
message containing at least the determined EMM is re- 
ceived in a mobile phone modem of the receiver decod- 
er, the message being addressed specifically to the mo- 
bile phone modem of the determined receiver decoder. 
At least the EMM is stored in a storage of the mobile 
phone modem. 

[0014] In a third aspect, the invention provides a re- 
ceiver decoder for a digital multimedia network, com- 
prising a mobile phone modem operatively connected 
to the receiver decoder, and a destination point address 
uniquely attributed to the mobile phone modem. The re- 
ceiver further comprises a storage space in the mobile 
phone modem to store at least an Entitlement Manage- 
ment Message (EMM). 

Brief description of the figures 

[0015] The invention will now be described in greater 
detail with reference to the accompanying drawings, in 
which 

Fig. 1 contains a schematic representation of a dig- 
ital multimedia network, 

Fig. 2 illustrates a broadcast and receiver system 
for a digital multimedia network, 

Fig. 3 contains a schematic representation of a con- 
ditional access system applied to a broadcast re- 
ceiver system, 

Fig. 4 illustrates an example of an Entitlement Man- 
agement Message, 

Fig. 5 contains a block diagram representing an ex- 
ample of a receiver decoder, 

Fig. 6 contains a schematic representation of an ex- 
ample of embodiment of the invention, 

Fig. 7 contains a flowchart illustrating an example 
of embodiment of the invention 



Description of the preferred embodiments 

System overview 

5 [0016] Same references will be used to reference 
same elements in the Figures throughout the descrip- 
tion. 

[0017] Rg. 2 contains a schematic illustration of a dig- 
ital television system. On a side of a broadcaster, a sig- 

io nal compression system 1 00 compresses a digital sig- 
nal stream (not shown) and outputs a compressed 
stream to a multiplexer 1 01 . An example of compression 
is the well known MPEG-2 standard, which is wide- 
spread in the field of digital television services. The mul- 

15 tiplexer 101 produces a transport stream of compressed 
signals that is transmitted to a subscriber having a re- 
ceiver decoder 1 02. The transport stream is emitted us- 
ing an antenna to a satellite 104 and subsequently 
broadcast to a receiving antenna 105 that is connected 

20 to an input of the receiver decoder 102. Rg. 2 illustrates 
a satellite transmission system, but any other way of 
transmitting the transport stream from the side of the 
broadcaster to the subscriber may be used. 
[0018] The receiver decoder 102 processes the re- 

25 ceived transport stream in order to extract data, such as 
for example an audio/visual service or an application, 
and outputs resulting video and audio signals to a ren- 
dering device, such as for example a television 106. In 
the present example the receiver decoder 102 may de- 

30 code the compressed MPEG-2 stream into a television 
signal output to the television 1 06. 
[001 9] Although a separate receiver decoder 102 is 
shown, the receiver decoder may also be an integral 
part of an digital television. 

35 [Q020] In a multichannel system, the multiplexer 1 01 
may handle audio and video information provided simul- 
taneously by a plurality of sources. In addition to audio 
and video information, any other sort of information, e. 
g., messages or applications may be introduced in one 

40 or more of the channels, interlaced with the audio and 
video information. 

[0021] Fig. 3 illustrates the digital television system 
from Rg. 2 enhanced with a number of security devices. 
For reasons of better readability, broadcast transmis- 

45 sion features from Fig. 2 have been replaced by a dotted 
arrow 200 in Fig. 2. A conditional access system 201 is 
connected to the multiplexer 101 . A further component 
of conditional access 202 is connected to the receiver 
decoder 102. The conditional access system 201 and 

so the further component of conditional access 202 enable 
a secured access in the receiver decoder 1 02 to digital 
television services broadcast by one or many broadcast 
suppliers. The further component of conditional access 
202 is completed by a daughter smartcard 203 that is 

55 inserted into an appropriate location of the receiver de- 
coder 102. The daughter smartcard 203 carries infor- 
mation required to descramble scrambled messages re- 
lated to available commercial offers. The information 
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may comprise subscription rights, one or more exploi- 
tation keys extracted from received EMMs and one or 
more control words extracted from ECMs. Using the 
daughter smartcard 203 it is possible to purchase com- 
mercial offers by way of subscription or pay per view. 
[0022] Digital services included in the digital data 
stream are scrambled at a level of the multiplexer 101 , 
under control of the conditional access system 201 . Typ- 
ically, scrambling is done using a control word, the latter 
being transmitted together with the scrambled digital 
services for eventual descrambling. The control word it- 
self is encrypted for transmission, the encryption being 
done with an exploitation key 
[0023] The conditional access system 201 comprises 
a Subscriber Authorization System (SAS) 204, which is 
connected to one or a plurality of Subscriber Manage- 
ment System(s) (SMS) 205. The SMS 205 and the SAS 
204 may be linked for example using a TCP/I P link. Typ- 
ically there is one SMS 205 per broadcast operator, but 
it may happen that the SMS 205 is shared by more than 
one broadcast operator. 

[0024] The conditional access system 201 further 
comprises a first Ciphering Unit 206 that makes use of 
a first Mother SmartCard 207, and is connected to the 
SAS 204. The first mother smartcard 207 stores confi- 
dential information that is used to encrypt data. 
[0025] A second Ciphering Unit 208 that uses a Sec- 
ond Mother SmartCard 209 is connected to the multi- 
plexer 101. 

Subscriber Management System 

[0026] The SMS 205 includes a database that man- 
ages, amongst others, subscriber files, commercial offer 
data including pricing and special offers, pay per view 
details, authorisation and consumption data. 
[0027] The SMS 205 may be remote from the SAS 
204. 

[0028] The SMS 205 transmits messages to the SAS 
204 relating for example to a subscriber's authorisations 
to view a digital service when such a digital service is 
requested by the subscriber, or to a pricing of a digital 
service acquired and to be paid by the subscriber. 
[0029] On the other hand the SAS 204 may send mes- 
sages to the SMS 205 relating for example to requests 
about a subscriber contact identification. 

Entitlement Management Message (EMM) 

[0030] The EMM is a message dedicated to an indi- 
vidual subscriber, or a group of subscribers. This is in 
contrast with the ECM, which is generally dedicated to 
one or a determined number of scrambled digital service 
(s) rather than being dedicated to one or many subscrib- 
ers. 

[0031] Various specific types of EMMs are possible. 
In the following, 4 examples of types of EMM will be de- 
scribed, namely individual, group, audience and unique 



EMMs. 

[0032] An individual EMM is dedicated to an individual 
subscriber, and may typically be used in provision of a 
pay per view service. The individual EMM comprises a 

5 group identifier and a position of the individual subscrib- 
er in the group. 

[0033] A group EMM is dedicated to a group of sub- 
scribers, e.g. 256 individuals subscribers, and is typical- 
ly used for administrating subscription services. 

10 [0034] An audience EMM is dedicated to an entire au- 
dience of individual subscribers. The audience compris- 
es all individual subscribers having a smartcard that 
bears a same operator identifier. 
[0035] A unique EMM is dedicated to be addressed 

'5 to a unique Identifier of a smartcard. 

[0036] Fig. 4 illustrates an example of a general form 
of an EMM. The EMM Is Implemented as a series of dig- 
ital data bits and comprises a header 400, an EM M prop- 
er 401 and a signature 402. The header 400 in turn com- 

20 prises a type identifier 403 that identifies the message 
as an EMM and also indicates the type of EMM, a length 
identifier 404 that gives a length of the EMM, an optional 
address 405 for the EMM, an operator Identifier 406, and 
a key identifier 407. The signature 402 is optional and 

25 provides a number of checks against corruption of the 
data bits in the EMM. 

[0037] The EMM proper comprises data relating to 
subscriber authorisation and to one or many exploitation 
keys. 

30 

Subscriber Authorization System (SAS) 

[0038] Referring again to Rg. 3, the SAS 204 receives 
and processes messages from the SMS 205. The SAS 

35 204 generates messages acknowledging receipt of the 
messages generated by the SMS 204 and passes these 
acknowledgement messages to the SAS 205. 
[0039] The messages received from the SMS 205 
concern for example a suspension of a susbcriber's 

40 rights in case the subscriber failed to pay his subscrip- 
tion fee, a modification of subscriber's rights in order to 
add or remove a commercial offer, or an addition of 
rights that are required to access a specific pay per view 
digital service. 

6 [0040] The SAS 204 manages a database that stores 
a status for each subscriber previously declared by the 
SMS 205. According to the status and other information 
received from the SMS 205, the SAS 204 generates one 
or more EMMs at the intention of the subscriber's smart- 
so card 203. The EMMs are ciphered using the first cipher- 
ing unit 206. 

[0041] In network systems known from prior art, the 
SAS 204 ensures that the EMMs are received by the 
subscriber by sending the EMMs cyclically to the multi- 
55 piexer 1 01 for broadcast to the subscriber. A frequency 
of the cycle depends of the type of EMM, and may typ- 
ically have a value between 30 seconds and 30 minutes. 
[0042] The EMMs are sent to the multiplexer 101 
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through a device commonly known as Injector (not 
shown in fig. 3). The injector is well known in the art and 
will not be described here any further. 

Entitlement Control Message (ECM) 

[0043] Referring again to Fig. 3, the multiplexer 101 
typically contains a scrambler that is used to scramble 
digital sen/ices to be broadcast. The scrambler gener- 
ates a control word that will be used in the scrambling 
process, and transmitted together with the scrambled 
digital service to the subscriber. 
[0044] A digital service may also be subject to access 
criteria, which for example associate the digital service 
to a determined commercial offer. The access criteria 
should match a subscriber's subscription to the deter- 
mined commercial offer In order for the digital service to 
become accessible to the subscriber. 
[0045] Both the control word and the access criteria 
are inserted into an ECM that is broadcast together with 
the scrambled digital service. The insertion is done by 
transmitting the control word and the access criteria to 
the second ciphering unit 208 where the ECM is gener- 
ated, scrambled using an exploitation key stored in the 
second mother smarteard 209 and transmitted back to 
the multiplexer 101. 

[0046] The digital service Is scrambled by the scram- 
bler using the control word. Subsequently the scrambled 
digital service and the scrambled ECM are broadcast to 
the subscriber. 

Receiver decoder 

[0047] Referring to Fig. 5, an overview is given for var- 
ious elements in an embodiment of the receiver decoder 
102, shown here as functional blocks. 
[0048] The receiver decoder 102 is sometimes also 
referred to as a Set Top Box (STB). The receiver decod- 
er 102 comprises a central processor 600 including as- 
sociated memory elements. The central processor 500 
is adapted to receive input data from a serial interface 
501 , a parallel interface 502, a modem 503 and switch 
contacts 504 located on a panel of the receiver decoder 
500. 

[0049] The receiver decoder is further adapted to re- 
ceive inputs from an infra-red remote control 505 via a 
control unit 506, and comprises one or many smarteard 
readers 507 and 508 that allow to read a bank smarteard 
509 or the daughter smarteard 203. The daughter smart- 
card 203 engages with the smarteard reader 507 and 
the further component of conditional access 202, in or- 
der to supply the necessary control word to a demulti- 
plexer / descrambler 510, and hence enable the en- 
crypted broadcast signal to be desc rambled. 
[0050] The decoder receiver 500 further comprises a 
conventional tuner 511 and a demodulator 512 to re- 
ceive and demodulate the broadcast signal before 
processing by the demultiplexer / descrambler 51 0. 



[0051] The decrypted signal at an output of the de- 
multiplexer/ descrambler 51 1 is processed as appropri- 
ate by an audio decoder 513 and preamplifier 514 be- 
fore being made available at an audio output 515, and 
5 by a video decoder 516, before being transmitted to a 
graphic processor 517 and encoder in a PAL/SECAM 
encoder 51 8 and made available at a video output 519. 

Cyclical transmission of EM Ms 

10 

[0052] As mentioned before in this specification, 
EMMs from prior art systems are permanently broad- 
cast to the subscribers in a carousel mode, I.e., cyclically 
transmitted, over all broadcast means. This is done in 

'5 order to ensure that independently of a state of a receiv- 
er decoder and of a geographical location of the receiver 
decoder, as soon as the receiver decoder is switched 
on it will be able to receive the related EMM for a forth- 
coming subscription period. 

20 [0053] Using the cyclical transmission uses a relative- 
ly large amount of broadcast bandwidth. Moreover it is 
impossible to know if or when a determined receiver de- 
coder as received an EMM. 

[0054] A cycle period of the EMM broadcast needs to 
25 be reasonably short in order to avoid that a long waiting 
time occurs until reception of the EMM by a receiver de- 
coder that has been switched off for an extended period 
of time. 

[0055] It is known to reduce the broadcast bandwidth 
30 required for broadcasting EMMs by using group EMMs 
that may reach more than one user. 
[0056] In the well known DVB broadcast standard, an 
EMM is typically broadcast as a message having a spe- 
cific determined identification number. Since the EMM 
35 may be received by anyone receiving the broadcast, it 
is potentially feasible to analyse the messages received 
having the specific determined identification number in 
order to gather information about the EMMs and a re- 
lated security scheme. This may In some cases weaken 
40 the level of security of the broadcast system. 

Transmission of EMMs over a mobile phone network 

[0057] According to the present invention, the EMMs 
45 are transmitted to the subscribers using a mobile phone 
network rather than the broadcast network. The mobile 
phone network allows a point to point communication, i. 
e. a message may be transmitted from one emitter point 
to a single destination point address. 
50 [0058] Referring to Fig. 6 a system is shown in which 
EMMs are transmitted over a mobile phone network 
600. The system in Fig. 6 is based on the system shown 
in Fig. 3, and the receiver decoder 202 is based on the 
receiver decoder shown in Fig. 3 and Fig. 5. For reasons 
55 of better readabi lity a number of elements shown in Figs. 
3 and 5 have not been represented in Fig. 6. 
[0059] The SAS 204 transmits the EMMs to a mobile 
phone database 601 rather than transmitting the EMMs 
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through an EMM injector to the multiplexer 101 . Each 
EMM is intended for at least one determined receiver 
decoder. The determined receiver decoder relates to an 
address in the mobile phone network, i.e. the destination 
point address, that is stored in the mobile phone data- 3 
base 601. Accordingly, the mobile phone database al- 
lows to retrieve the address for the determined receiver 
decoder when receiving the EMM from the SAS. The 
address will be used to send the EMM to the determined 
receiver decoder. io 
[0060] The EMM and the corresponding address of 
the determined receiver decoder are subsequently for- 
warded to the mobile phone network 600, i.e. to the emit- 
ter point of the mobile phone network, where a network 
management system and a local cell transmitter (not 15 
shown) sends the EMM to a mobile phone receiving mo- 
dem 602 connected to or integral with the receiver de- 
coder 202, and having the corresponding address re- 
ceived together with the EMM. 

[0061] The EMM remains buffered in the mobile 20 
phone network or the mobile phone receiving modem 
until it is retrieved by the receiver decoder. More pre- 
cisely the EMM may remain stored at the level of the 
mobile phone network 600 if the mobile phone receiving 
modem 602 is not available for receiving messages. 25 
Once the mobile phone receiving modem 602 becomes 
available, i.e. the mobile phone receiving modem 602 
generates a signal stating that it is available, the EMM 
Is transmitted. The EMM remains stored in the mobile 
phone receiving modem 602, until it is retrieved by the 30 
receiver decoder. This is the case in particular when the 
receiver decoder is switched off or down for other rea- 
sons. 

[0062] Optionally the receiver decoder 202 comprises 
a SIM card reader 603 adapted to read a SIM card 604. 35 
The SIM card 604 contains information required to man- 
age access rights for the mobile phone network, the ac- 
cess rights being used by the mobile phone receiving 
modem 602. 

[0063] Advantageously the access rights for the mo- 
bile phone network may be included on the daughter 
smartcard (not shown) instead of the SIM card 604. 
[0064] The specific EMM is sent only once from the 
SAS 204 to the mobile phone database 601 and network 
600. The specific EMM remains in the mobile phone sys- & 
tern and is only transmitted to the modem 602 when the 
latter Is ready to receive the specific EMM. If the specific 
EMM becomes outdated by that time it may preferably 
be deleted and/or replaced without having been previ- 
ously sent to the receiver decoder 202. so 
[0065] Optionally the modem 602 may return a con- 
firmation message to the mobile phone network after re- 
ceiving the specif ic EMM. The confirmation message 
may comprise additional data such as specific receiver 
decoder data or data related to the daughter smartcard ss 
in use with the receiver decoder 202. An example of in- 
formation comprised in the additional data may be ob- 
tained using one or a plurality of items out of the follow- 



ing list : status of the receiver decoder, status of the 
daughter smartcard, identification numbers), version of 
elements contained in the receiver decoder. The trans- 
mission of the confirmation message comprising addi- 
tional data may provide a method that allows the broad- 
caster to verify parameters of the receiver decoder and 
detect a legal status of the receiver decoder, I.e., a pos- 
sible illegal use of the receiver decoder or the daughter 
smartcard. 

[0066] The specific EMM may be transmitted to the 
modem 602 embedded In a small message commonly 
known as SMS (Short Message Service, not to be con- 
fused with the Subscriber Management System) in the 
GSM mobile phone networks. The SMS may remain 
stored in a SMS server of the GSM mobile phone net- 
work if the mobile phone receiver modem is not ready 
or available for receiving messages. 
[0067] As a result of the invention, the EMM injector 
known from prior art, which is used by the SAS to inject 
EMMs to the multiplexer, may be omitted. 
[0068] Optionally the GSM modem 602 may also be 
used together with the receiver decoder 202 to commu- 
nicate over the mobile phone network 600 by emitting 
phone calls or establishing data connections. For this 
purpose the receiver adapter 202 may comprise audio 
input and output devices 605, including a microphone. 
[0 069] It has become apparent that each EMM Is sent 
uniquely to its associated receiver decoder using a net- 
work distinct from the broadcast network. Accordingly 
the invention uses no broadcast bandwidth as in prior 
art. The EMM may be sent over the mobile phone net- 
work at convenient times when the network capacity is 
less used by conventional mobile phone services. As is 
well known in mobile phone networks, the information 
sent to the mobile phone modem will only be transmitted 
inside a geographical area corresponding to a transmis- 
sion ceil in which the phone modem In located. 
[0070] Advantageously the receiver decoder 202 
need not explicitly initiate a connection to the CAS 201 
to receive an EMM. 

[0071] Optionally the mobile phone modem 602 may 
be configured to always remain in reception not only of 
an EMM, but also of any other type of Information or in- 
coming mobile phone service if required. 
[0072] The system according to the invention im- 
proves security in that the specific EMM is sent to one 
receiver decoder only. It becomes more difficult to re- 
ceive and listen to more than one EMMs as was the case 
in prior art. 

[0073] The optional confirmation messages improves 
security in the system, in that the use of the EMM by a 
determined receiver decoder may be verified. 
[0074] The mobile phone modem 602 has been de- 
scribed as a GSM modem. It is of course possible to 
have any other type of modem depending on the mobile 
phone network's standard, e.g., GSM, GPRS, UMTS... 
[0075] Fig. 7 shows a flowchart illustrating an embod- 
iment of the invention. An Entitlement Management 
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Message EMM D1 intended for a receiver decoder D1 is 
transferred from the SAS to the Mobile Phone Network 
(MPN) In a step 700. In a next step 701 an address of 
a mobile phone receiver (D1 -receiver) for the receiver 
decoder is determined. In a decision step 702, the MPN s 
checks whether the D1 -receiver is ready to receive 
EMM D1 . If the D1 -receiver is not ready then EMM D1 is 
buffered at the emitter point of the MPN in step 703. Sub- 
sequently a decision step 704 checks to see if EMM D1 
is still valid, e.g., if a date of validity for EMM 01 might 10 
have expired. In case EMM D1 is not valid, then a new 
EMM 01 is obtained in step 705 and step 700 executed 
again. In case EMM D1 is found to be valid, then the de- 
cision step 702 is performed again. 
[0076] If at an Issue of step 702 the D1 -receiver is is 
found to be ready, then EMM m is transmitted to the 
D1 -receiver over the MPN in a step 706, and buffered 
in the D1 -receiver in step 707. In a decision step 708 it 
is checked whether the receiver decoder D1 is ready to 
retrieve EMM D1 from the D1 -receiver. If this is not the 20 
case then EMM D1 remains in buffer with the D1 -receiver. 
In the affirmative, EMM D1 is retrieved from the D1 -re- 
ceiver by the D1 receiver decoder in a step 709. Sub- 
sequently a confirmation of reception for EMM D1 is re- 
turned to the emitter point In step 710, e.g., using the 25 
MPN. 

[0077] Having described preferred embodiments of 
the invention with reference to the accompanying draw- 
ings, it is to be understood that the invention is not lim- 
ited to these precise embodiments and that various so 
changes and modifications could be effected therein by 
a person skilled in the art without departing from the spir- 
it or scope of the invention as defined in the appended 
claims. 
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Claims 

1 . A method for distributing a message from a mes- 
sage administration service (204) to a subscriber *o 
receiver decoder (202) of a digital multimedia net- 
work, the method comprising : 

• Transferring a determined message for a deter- 
mined receiver decoder from the message ad- 45 
ministration service to a point to point commu- 
nication system (601, 600 ; 700) distinct from 
the multimedia network, 

• Determining a destination point address of a re- 
ceiver in the point to point communication sys- so 
tern (701), corresponding to the determined re- 
ceiver decoder, 

• Buffering (703, 707) the determined message 
In the point to point communication system, 

• Retrieving (709) at the determined receiver de- ss 
coder the determined message from the receiv- 
er. 



2. The method from claim 1 , further comprising 

• Buffering (703) the determined message at an 
emitter point in the point to point communica- 
tion system, corresponding to the message ad- 
ministration service, 

• Generating a signal of availability at the receiv- 
er (702), 

• Triggering for emission of the determined mes- 
sage on reception of the signal of availability 
(706), 

• Emitting the determined message to the receiv- 
er (706). 

3. The method according to anyone of claims 1 or 2, 
further comprising 

• Receiving at the receiver the determined mes- 
sage, 

• Buffering (707) at the receiver the determined 
message. 

4. The method according to anyone of claims 1 to 3, 
further comprising 

• Generating a confirmation of receipt (710) at 
the receiver, 

• Emitting the confirmation of receipt (71 0) to the 
emitter point. 

5. The method according to claim 4, in wh ich the con- 
firmation of receipt comprises one or a plurality of 
items of additional information from following set : 
a status of the receiver decoder, a status of a daugh- 
ter smartcard used with the receiver decoder, a ver- 
sion number of an element of the receiver decoder. 

6. The method according to claim 5, further compris- 
ing 

• Extracting an item of additional information 
from the confirmation of receipt, 

• Evaluating the Item of additional information to 
determine a legal status of the receiver decod- 
er. 

7. The method according to anyone of claims 1 to 6, 
in which the point to point communication system is 
a mobile phone network. 

8. The method according to anyone of claims 1 to 7, 
the determined messages comprising an Entitle- 
ment Management Message. 

9. The method according to anyone of claims 1 to 6, 
the message administration service being com- 
prised in a Subscriber Authorization System. 
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10. A method for receiving a determined Entitlement 
Management Message (EMM) at a determined sub- 
scriber receiver decoder in a digital multimedia net- 
work, the determined subscriber receiver decoder 
being enabled to receive information through a mo- 5 
biie phone communication network distinct of the 
digital multimedia network, the method comprising 

• Receiving (706, 707) in a mobile phone modem 

of the receiver decoder a message containing 10 
at least the determined EMM, the message be- 
ing addressed specifically to the mobile phone 
modem of the determined receiver decoder, 

• Storing (707) at least the EMM in a storage of 
the mobile phone modem. is 

1 1 . The method according to claim 1 0, further compris- 
ing retrieving (709) the EMM from the storage into 
the determined receiver decoder. 

20 

12. A receiver decoder for a digital multimedia network, 
the receiver decoder comprising 

• A mobile phone modem operatively connected 

to the receiver decoder, 25 

• A destination point address uniquely attributed 
to the mobile phone modem, 

• A storage space in the mobile phone modem to 
store at least an Entitlement Management Mes- 

> (EMM). so 



1 3. The receiver decoder according to claim 1 2, where- 
in the mobile phone modem may receive the EMM 
from the mobile phone network and store the EMM 
independent of a status of the receiver decoder. 35 
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